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Motivations

e LLMs demonstrate tremendous ability to understand programs
* (Can perform various programming tasks
*  Program synthesis from natural languages
e Code repair (DeepRepair)
e Recent work suggests LLMs can also generate program invariants

Can Large Language Models Reason about Program Invariants?

Kexin Pei'? David Bieber? Kensen Shi? Charles Sutton? Pengcheng Yin?

Abstract has proved challenging even for simple programs.

Identifying invariants is an important program In the programming languages literature, one of the most
analysis task with applications towards program important insights is to reason at the level of abstractions of



LLMSs as invariant generators: example

int main() {

unsigned int x, y;
x=0U;

y =4U;

while (1) {
X=X+y;
y=y+4u;
assert(x = 30U);
}

return O;

Print loop invariants that help prove the assertion as C assertions.

Can generate insightful loop
invariants using operators not in the
program



LLMs as invariant generators

e Compared with existing learning-based invariant generator
 Does not require domain-specific learning (though it might help)
e (Can process programs of various forms

S [Experiments

We evaluate CODE2INV on a suite of 133 benchmark programs from recent works [3, 7, 8] and the 2017
SyGusS competition [31].2 Each program consists of three parts: a number of assumption or assignment
statements, one loop which contains nested if-else statements with arithmetic operations, and one
assertion statement.

Learning Loop Invariants for Program Verification, Si et al, NeurlPS, 2018



Can we leverage LLMs’ code-understanding ability
for automated program verification?



Challenges

 GPT outputs can be messy and hard to automatically process
* Need prompt engineering

 LLM outputs are only suggestions and can certainly be wrong!
 Does not hold
 Does not help prove the proof goal

* Need formal verifiers to check correctness and implication



Marker-driven Prompting

To reliably get rid of the natural language

* In-context learning + “don’t explain”

void *malloc(unsigned int size);

long SIZE;

const int MAX =100000;

int main() {

SIZE = __VERIFIER_nondet_long();
if (SIZE >1&& SIZE < MAX) {

inti;

long *a = malloc(sizeof(long) * SIZE);

long sum =0

e p
for (i=0;i <SIZE; i++) {

L alil=1; )
}

([ for(i=0;i<SIZE; i++) { A
sum = sum + alil;

. J
T

e p
for (i=0;i <SIZE; i++) {
sum =sum - a[il;

. J
’
assert(sum == 0);
}
return 1;
}

Attempt 1:

Off-by-one ® —>

Attempt 2:

Print loop invariants that help prove the assertion as valid C assertions. Don't explain. Your

answer should be 'assert(...); // line number'

Cc

assert(SIZE > && SIZE < MAX);
assert(i >= 22 3 <= ST7E);
assert(sum == 1i);

assert(sum &% 1 == SIZE);

assert(sum

assertfcum

assert(sum == SIZE * 1);
assert(i >= 0 && 1 <=

assert(i >= && i <= SIZE);
assert(SIZE > && SIZE < MAX);

Q Copy code

B Copy code




Marker-driven Prompting

 To reliably obtain assertions at a precise location
* Introduce markers to the program

void *malloc(unsigned int size);
long SIZE;

const int MAX =100000;

int main() {
SIZE = __VERIFIER_nondet_long(); @
if (SIZE >1&& SIZE < MAX) {

inti;

long *a = malloc(sizeof(long) * SIZE); assert(i >= && 1 <= SIZE) ;
long sum =0;

for (i = 0; i < SIZE; i+4+){ assert(sum == 1i);
// Line A

alil=1,

}

for (i=0; i< SIZE; i++) {

// Line B
“sum = sum + alil;

}

for (i=0; i< SIZE; i++) {
sum = sum - a[i];

}

assert(sum == 0);

}

return 1;

}

Print loop invariants at Lines A, B that help prove the assertion as valid C assertions. Don't
explain. Your answer should be 'assert(...); // line name'



More failure modes
* Invalid invariants (especially for multi-loop programs)

void *malloc(unsigned int size); Atte m pt 1: 0] Copy code

long SIZE;
const int MAX = 100000; assert(i >= 0 && i <= SIZE);
int main() { assert(sum == (i * 1));

SIZE = (Ilong) rand ()

if (SIZE >1&& SIZE < MAX) {

inti;

long *a = malloc(sizeof(long) * SIZE);
long sum =0; Attempt 2: [C] Copycode
for (i=0;i< SIZE; i++) {
// Line A assert(i »>= && i <= SIZE);
alil=1, assert(sum == 1i);

} assert(sum == && i == SIZE);
for (i=0;i<SIZE; i++) {
// Line B

sum = sum + a[il; .
X Attempt 3:
for (i=0;i < SIZE; i++){

assert(sum == 0);

B Copy code

// Line C assert(i >= 0 && i <= SIZE);
sum = sum - aliJ;
}

assert(sum == 0);
}

return 1;

}

assert(sum == 1i);

assert(sum == SIZE - 1i);

' . .
‘O’_ Multiple prompting attempts
Print loop invariants at Lines A, B, C that help prove the assertion as valid C assertions. Don't .
explain. Your answer should be 'assert(...); // line name' <~ R6pa Ir the pr0p05a|



More failure modes

* Verifier can prove that the invariant imply the property but cannot prove
the invariant

void *malloc(unsigned int size);

long SIZE;
' const int MAX =100000;
\ ’
. . . int main() {
'Q' Constructing a chain of deduction SIZE = (Iong) rand0:
~ if (SIZE > 18& SIZE < MAX) {
inti;

long *a = malloc(sizeof(long) * SIZE);

long sum =0;
for (i = 0;i < SIZE; i++) {
// Line A
alil=1;
}
for (i = 0;i < SIZE; i++) {
// Line B
sum =sum + alil;
}
The new proof goal — y for(i=0;i<SIZE; i+

assert(sum ==SIZE - i);
sum =sum - alil;

}

}

return;

}

Print loop invariants at Lines A, B that help prove the assertion as valid C assertions. Don't 1
explain. Your answer should be 'assert(...); // line name'



Integrating the LLM with the Verifier

Input: a program P, an assertion p
Output: Whether p holds

LLMs can Program verifiers can
 Suggest proof goal  Check implication
* Strengthen proof goal  Check proof goal
* Repair proof goal * Provide feedback (unknown,
counter-example)




LLM-driven proof procedure as a calculus

M=M ::p V(P, A, p) = UNKNOWN ¢ € Opropose(P, p)

(P se)
P, AM— P {q}. M Fopose
A={q} M=M"::p V(P,A p)=TRUE .
PAM— P.o0.M::q (Decide)
=M :p:: AL g T "€ Opropose (P
M=M ::p::q V(P,A q) # TRUE ¢ € Opropose(P. p) (Backtrack)

PAM= P {q}, M ::p

A={q} M=M"::p V(P, A p) = UNKNOWN ¢ € Orpiir(P, p,q, UNKNOWN)

(Repair 1)
PAM=P{d}, M ::p

A= M=M"::p::q V(P,A, q) =FALSE ¢ € Orepair(P, p,q, FALSE)
PAM=P{d}, M ::p
A= M=M"::p V(P, A, p)=TRUE
P, A, M = SUCCESS

A= M=M::p::q S(P,q) V(P,{—q}, p) = TRUE
P, A, M = SUCCESS

M =[p] V(P,A, p) = FALSE
P, A, M = FAIL

(Repair 2)

(Success 1)

(Success 2)

(Fail)

Figure 1: Deductive rules of the LEMUR calculus.
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LLM-driven proof procedure as a calculus

M=M :p V(P.A p)=UN _ Ouronoce (P }
P ( A, p) I\K@E prop ( , D) Propose)

P, AM= P {q}, M

A={q¢q} M=M"::p V(P, A, p)=TRUE
PAM=—P, I, M::q

M=M ::p::q V(P, A, q)# TRUE € Opopose(P; p)
Backt
PAM= P {¢}, M p— ( D)

(Decide)

A={q} M=M ::p V(P, A p)=UNKNOWN ¢ @P, P, g4, UNKNOWN) epair 1)
p‘lATM :> p’{q;}? M! ::E_}\ /\ p

A= M=M::p::q V(P,A, q) = FALSE @airﬂj, P, q, FAL@ i 2)
epair
P.AM=— P {d} M ::p P
A= M=M"::p V(P,A, p) = TRUE
P, A, M = SUCCESS
A= M=M::p::q S(P,q) V(P,{—q}, p) = TRUE
P, A, M —> SUCCESS

M =[p] V(P,A, p) = FALSE
P, A, M =— FAIL

(Success 1)

(Success 2)

(Fail)

Figure 1: Deductive rules of the LEMUR calculus.
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LLM-driven proof procedure as a calculus

M=M"::p V(P, A, p) = UNKNOWN ¢ € Opropose (P, p)

P
P, AM— P {q}. M (Yropose)
A={q} M=M"::p V(P,A p)=TRUE .
PAM=—P. o, M::q (Decide)
= ! M B . T ! O ropose s
M=M::p::q V(P, A q) # TRUE ¢ € Opopose(P, p) (Backtrack)

PAM= P {q}, M ::p

A={q} M=M"::p V(P, A p)=UNKNOWN ¢ € Orepuir(P, p.q, UNKNOWN)

(Repair 1)
PAM=P{d}, M ::p

A= M=M"::p::q V(P,A, q) =FALSE ¢ € Orepair(P, p,q, FALSE)
PAM=P{d}, M ::p

A= M=M"::p V(P,A, p) = TRUE
P, A, M — SUCCESS

(Repair 2)

(Success 1)

A= M=M:p::q SP,q V(P,{—q}, p) =TRUE

P, A, M = SUCCESS (Success 2)

M =1[p] V(P,A.p)=FALSE

D (Fail)

Figure 1: Deductive rules of the LEMUR calculus.
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LLM-driven proof procedure as a calculus
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(Repair 2)

(Success 1)

A= M=M:p::q SP,q V(P,{—q}, p) =TRUE

P, A, M = SUCCESS (Success 2)

M =1[p] V(P,A.p)=FALSE

D (Fail)

Figure 1: Deductive rules of the LEMUR calculus.
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LLM-driven proof procedure as a calculus

Theorem 3.1 (Soundness). Given a property p and a program ‘P, if SUCCESS is reached by a
sequence of valid rule applications starting from (P, &, [po|), then pg is an invariant on P.

Theorem 3.2 (Soundness 2). Given a property p and a program ‘P, if FAIL is reached by a sequence
of valid rule applications starting from (P, &, [pgl), then pq is not an invariant on P.

16



LLM-driven proof procedure as a calculus

'a‘e

Theorem 3.1 (Soundness). Given a proy 8.* and a program ‘P, if SUCCESS is reached by a
sequence of valid rule applications sa‘an‘f& Om (P, 2, pol), then pg is an invariant on P.

Theorem 3.2 (Soundness 2). Giver perty p and a program ‘P, if FAIL is reached by a sequence
of valid rule applications Srmn m (P, D, [pol), then pg is not an invariant on P.

17



Algorithm 1

Algorithm 1 The LEMUR procedure

|: Input: A program P. a property p.
2: Output: SUCCESS only if Inv(P, p); FAIL only if =Inv(P, p): and UNKNOWN if inconclusive.

3: Parameters: Verifier V, oracles Opropose and Orepair (Which satisty ), number of proposals k
4: function lemur_check(P, p)

5: d— V(P,a,p)

6: if ¢ = FALSE then return FAIL > Fail
7: else if ¢ = TRUE then return SUCCESS > Success 1

8: else
9: ?, (_2 — D C)propose(P._ p)

10: while i < k A |Q| > 0do
11: |
12: q — pop(Q)

3: e — V(P,{q}.p) > Propose/Backtrack
14: if ¢ = FALSE then return FAIL > Fail
15: else if ¢ = TRUE then
16: f + lemur_check(P, q) > Decide
17: if f = SUCCESS then return SUCCESS > Success 1
18: else if S(P,q) A (V(P,{—q},p) = TRUE) then return SUCCESS > Success 2
19: else if f = FAIL then @ +— join(Q, Orepair (P, p, q, FALSE)) > Repair 2
20: else continue
21: else @ — join(Q, Orepair(P. p, ¢, UNKNOWN)) > Repair 1

22: return UNKNOWN




LLM-driven proof procedure as a calculus

V: UNKNOWN

uint32 t x=0;
while (rand()){
x+=4;

assert (x!=30);
}

Figure 2: Running example.



LLM-driven proof procedure as a calculus

V: UNKNOWN

uint32 t x=0; C'}l"'-*P-w
while (rand()){

x+=4; Propose
assert (x!=30); 7

}

Figure 2: Running example.



LLM-driven proof procedure as a calculus

V: UNKNOWN

uint32 t x=0;

x+=4;
assert (x!'=30);

}

while (rand()){

{i-}lw.r. Ypose

Propose

/

V: UNKNOWN

uint32 t =x=0;
while (rand()){
assume (x%52==0) ;

=
assert (x!=30) ;
1

Figure 2: Running example.
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LLM-driven proof procedure as a calculus

V: UNKNOWN

uint32 t x=0;

x+=4;
assert (x!=30);

}

while (rand()){

{—1|\| pose

Propose

/

V: UNKNOWN

uint32 t ==0;

while (rand()){| ©repair

assume (x%52==0);
: w+=4: j§%53:>

assert (x!=30) ;

}

Figure 2: Running example.
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LLM-driven proof procedure as a calculus

V: UNKNOWN

uint32 t x=0;
x+=4;

}

while (rand()){

)
{—-' propose

Propose

assert (x!=30);

/

V: UNKNOWN

uint32 t ==0;
while (rand()){
assume (x%52==0) ;
=

assert (x!=30);

}

o I
{—" repalr

Rep. 1 >

V: TRUE

uint32 t x=0;
while (rand()){
assume (x54==0);
x+=4;

assert (x!=30);

Figure 2: Running example.
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LLM-driven proof procedure as a calculus

V: UNKNOWN

uint32 t x=0;
x+=4;

}

while (rand()){

)
{—-' propose

Propose

assert (x!=30);

/

V: UNKNOWN

uint32 t ==0;
while (rand()){
assume (x%52==0) ;
=

assert (x!=30);

}

o I
{—" repalr

Rep. 1 >

V: TRUE

uint32 t x=0;
while (rand()){
assume (x54==0);
x+=4;

assert (x!=30);

Figure 2: Running example.

Decide>
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LLM-driven proof procedure as a calculus

V: UNKNOWN V- UNKNOWN V: TRUE V: TRUE
uint3Z2_t x=0; uint3Z_t ==0; .
int32 t x=0; o . — ! 2 . — ! uint32_t x=0;

i —{?a;[} Y COpopose  |while (rand()){| “rrir  |while (rand()){ e i

s+=4; Propose > aigzm’? (x%2==0) 7|/ Rep. 1 1551‘;”"— == Decide> assert (x34==0) ; || Succ. l>
x+=4; x+=4;

asser 1 =3 . =4 -

}“”“"Lt =2l / assert {(x!=30); assert (x!=30); }}'_H_ 4;
} }

Figure 2: Running example.



LLM-driven proof procedure as a calculus

V: UNKNOWN

uint32 t x=0;
while (rand()){
x+=4;

)
{_--' propose

Propose

V: UNKNOWN

uint32 t ==0;

while (rand()){
assume (x%52==0) ;
=

assert (x!=30) ;

}

o I
L" repalr

Rep. 1 >

V: TRUE

uint3Z_t x=0;
while (rand()){
assume (x54==0);
x+=4;

assert (x!'=30);

Figure 2: Running example.

I)ecide:;>

V: TRUE

uint3Z2_t x=0;
while (rand()
assert (x%4==
x+=4;

}

) {
);

Suce. 1

)
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LLM-driven proof procedure as a calculus

V: UNKNOWN

uint32 t x=0;
while (rand()){
x+=4;

)
L--’ propose

Propose

V: UNKNOWN

uint32 t =x=0;

while (rand()){
assume (x%52==0) ;
=

assert (x!=30) ;

}

V: TRUE

uint32 t x=0;

while (rand()){
assume (x%54==1);
x+=4;

assert (x!=30) ;

}

o I
{h" repalr

Rep. 1 >

V: TRUE

uint3Z_t x=0;
while (rand()){
assume (x54==0);
x+=4;

assert (x!=30);

Figure 2: Running example.

I)ecide:;>

V: TRUE

uint3Z2_t x=0;
while (rand()
assert (x%4==
x+=4;

}

) {
);

Suce. 1

)
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LLM-driven proof procedure as a calculus

V: UNKNOWN

uint32 t x=0;

while (rand()){
x+=4;

assert (x!=30);
t

(-1 propose

Propose

V: UNKNOWN

uint32 t ==0;

while (rand()){
assume (x%52==0) ;
=

assert (x!=30) ;

}

V: TRUE

uint3Zz t x==0:

while (rand()){
assume (x%54==1);
x+=4;

assert (x!=30) ;

}

E'-}I'C pair

Rep. 1 >

Decide >

V: TRUE

uint32 t x=0;
while (rand()){
assume (x54==0);
x+=4;

assert (x!=30);

——

V: FALSE

uint32 t x=0;
while (rand()){
assert (x%$4==1);
x+=4;

}

Figure 2: Running example.

I)ecide:;>

V: TRUE

uint3Z2_t x=0;
while (rand()){
assert (x54==0);
x+=4;

}

Suce. 1

)
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LLM-driven proof procedure as a calculus

V: UNKNOWN

uint32 t x=0;

while (rand()){
x+=4;

assert (x!=30);
t

(--" propose

Propose

V: UNKNOWN

uint32 t ==0;

while (rand()){
assume (x%52==0) ;
=

assert (x!=30) ;

}

V: TRUE

uint3Zz t x==0:

while (rand()){
assume (x%54==1);
x+=4;

assert (x!=30) ;

}

er\: pair

Rep. 1 >

Decide >

V: TRUE

uint32 t x=0;
while (rand()){
assume (x54==0);
x+=4;

assert (x!=30);

——

V: FALSE

uint32_t x=0;
while (rand()){
assert (x%$4==1);
x+=4;

}

Figure 2: Running example.

V: TRUE

I)ecide:;>

uint3Z2_t x=0;
while (rand()
assert (x%54==
x+=4;

}

) {
);

Suce. 1

)

Ejprnp- ¥5E

Backtrack
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LLM-driven proof procedure as a calculus

V: UNKNOWN

uint32 t x=0;
while (rand()){

(--" propose

Propose

V: UNKNOWN

uint32 t ==0;

while (rand()){
assume (x%52==0) ;
=

assert (x!=30) ;

}

V: TRUE

uint3Zz t x==0:

while (rand()){
assume (x%54==1);
x+=4;

assert (x!=30) ;

}

er\: pair

Rep. 1 >

Decide >

V: TRUE

uint32 t x=0;
while (rand()){
assume (x54==0);
x+=4;

assert (x!=30);

——

V: FALSE

uint32_t x=0;
while (rand()){
assert (x%$4==1);
x+=4;

}

Figure 2: Running example.

V: TRUE
uint32_t x=0;
while (rand()){

DEdd{:> assert (x%4==0);
x+=4;
}

Ejprnp- ¥5E

Backtrack

V: TRUE

uint32 t x=0:
while (rand()){
assume (x%4==0) ;
x+=4;

assert (x!=30);

}

Succ. {:>

-
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Implementation

 ~1500 lines of Python code

* LLM: GPT families &} OpenAl
 Use OpenAPI for prompting
 default: GPT 4

e Verifier: comc, UAutomizer and esbmc
* default: esbmc + UAutomizer



Experiment: synthetic benchmarks

i ifie g
. . assume((x >= 0)); (x = 1);

* 133 IOOp Invarlant generatlon benChmarkS Z§§3$§f§§ b g;; fvﬁﬁeaziy < 100000)) {
as;ume((y >= 0)); { ) . .

* Goal: find a real invariant that implies the property s i

: - v = Gy + 2} )

* Configurations ; el

if ((y == 9)) { -
e Code2lnv: a learned loop-invariant generator -

e esbmc: a k-induction-based C model checker
e esbmc+ LLM: use LLM to propose invariants

Code2lnv 1 hour > 20
esbmc 10 minutes 68 0
esbmc + LLM 10 minutes 107 4.7

32



Experiment: competition benchmarks

50 short Creachability benchmarks from SV-Comp 2023
* Unsolved by esbmc and Uautomizer in 20 minutes
* Configurations

 esbmc: second best non-portfolio solver

 UAutomizer: predicate-abstraction-based solver, overall winner of
SV-Comp 2023

e esbmc + UAutomizer + LLM

UAutomizer 20 minutes 0
esbmc 20 minutes 0

esbmc + Uautomizer + LLM 20 minutes 25

33



Thank you!



LLMSs as invariant generators: example

int main() {

unsigned char n = __VERIFIER_nondet_uchar();
if (n==0){

return O;

}

unsigned charv =0;

unsigned int s = 0;

unsigned inti=0;

while (i< n) {

v =__VERIFIER_nondet_uchar();
s+=v;

++i;

}

assert(s <= 65025);

return O;

Print loop invariants that help prove the assertion as C assertions.

Can perform different types of
reasoning

To prove the assertion in the given C code, we can provide loop invariants that help ensure
that the sum “s" remains less than or equal to 65025 throughout the execution of the loop. A
loop invariant is a condition that holds true before and after each iteration of the loop. Here

are the loop invariants that can help prove the assertion:

D Copy code

__VERIFIER_nondet_uchar();

assert(s >= 0);

(i <n){
= __VERIFIER_nondet_uchar();

assert(v >= 0 & v <= )

assert(s <=

S += v;

++1;

assert(s <=
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